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ABSTRACT: Mobile cloud computing (MCC) is a mobile platform which offers services for cloud computing. By 

providing optimized resources for phone users, MCC combines the characteristics of mobile networks and cloud 

computing. In mobile cloud computing, both information and complex processing modules can be stored in databases, 

and devices such as processor speed, processing power, etc. do not need a robust setup. With the rapid advancement of 

mobile computing software and cellular modems, there is a significant increase in mobile device usage. This creates a 
strong growth rate for mobile apps and services for smartphone consumers. In order to figure out all the course of 

future studies for ever-increasing sectors, MCC provides a comprehensive overview of the technology to be 

understood. It makes it a good business and analysis tool for mobile cloud computing (MCC). The entire process passes 

through the web, rendering it vulnerable to exploitation, since the data is internet processing and mobile device access . 

Cloud computing is incorporated into the digital world by MCC and overcomes performance barriers (such as battery 

capacity, space and latency), environment (such as diversity, usability, quality) and security barriers (such as 

performance and confidentiality). 

KEYWORDS: Cloud Computing (CC), Mobile Computing (MC), Mobile Cloud Computing (MCC), Mobile Support 

Station (MSS), Wireless Wide Area Network (WWAN). 

I. INTRODUCTION 

Mobile cloud computing (MCC) has recently been described as a potential digital management breakthrough in the 

field of network-based computing and technologies. The convergence of mobile computing, cloud applications and 
cellular connections provides server managers, mobile users and cloud service providers with impressive computing 

properties. MCC is yet another stage where a new base could be effectively built for mobile phones and cloud services 

[1]. It refers to a structure in which the information is stored and processed outside the mobile device. Throughout this 

layout, the cloud performs all the difficult work of software-focused tasks and stores a great deal of data. The rapid rise 

in mobile computing (MC) is becoming a major trend in IT growth. Unlike conventional mobile computing techniques, 

the services in mobile cloud computing are virtualized and centralized in a network of many decentralized devices 

rather than individual devices or networks.  

In the next-generation network, ubiquity and mobility are two key elements that offer a range of personalized network 

services across different network interfaces and forms of connectivity. The underlying technology of cloud computing 

is to consolidate computing, equipment and specialized applications as a resource to be sold to customers such as 

liquid, oil or electric power[2]. A new computing type, Mobile Cloud Computing, is thus being generated by the 

combination of a phone network and cloud computing. The innovation of cloud services today offers additional 

benefits for telephone users as cloud facilities and networks deliver virtually enormous computing capacity with 

versatile optimization and enhanced delivery and asset utilization. This can solve several traditional inconveniences by 

mobile technology. Cloud computing (CC) usually provides us with a number of services that are based on the Internet 

as a cloud system. These cluster systems are a series of databases or computers organizing the various computer assets 

at a minimum cost. Mobile cloud computing (MCC) is introduced by the proliferation of mobile apps as an integration 

of cloud technology with mobile technology and mobile devices, and multiple applications are supported through cloud 

technology for phone users[3]. 
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 Mobile Computing: 

The development of portable devices such as tablets, PDAs, Gps monitoring and notebooks with a variety of mobile 

computing, networking and security capabilities has seen tremendous growth. Versatility is becoming a very popular 

word in modern computer areas and a rapidly increasing aspect. Mobile computing is characterized as a mode of 

communication between social computers that is intended to carry a device in its daily use. A set of three main ideas 

are mobile computing: equipment, software and interaction. The concepts of computers depend on portable devices 

such as phones and notebooks, or smartphone modules. Finally, the accessibility question includes the use of 

technology, standards and data transmission for mobile networks that must be available to target customers. Mobile 

computing is much simpler to construct, using the cloud services model. The different mobile computing features are:  

I. Mobility: Mobile nodes links to many other networks on a mobile computing device, including static nodes on 

a wired connection via the Mobile Support Station (MSS) during travel. 

II. Diversity of network conditions:These networks may be a high-capacity cable network or a small-bandwidth 

'Wireless Wide Area Network (WWAN)' or isolated state. Typically, mobile networks are not unusual. 
III. Regular disassociation and accuracy: Mobile devices do not always retain the link, as battery power 

restriction, wireless transmission charging, network limitations, etc., and can separate directly or implicitly 

with the wireless connection. 

IV. Dis-symmetric network transmission: Strong send/recipient capabilities are permitted by databases and routers 

and other MSS, although these capabilities are relatively poor on mobile networks. Thus, between downlink 

and uplink, there is a disparity between the communication range and workload. 

V. Low performance: A cellular network computing infrastructure must be considered from computers, servers, 

storage systems and software development to resolve the security issue because of signals that are vulnerable 

to harm and surveillance. 

 

 Cloud computing: 

The availability of pay-per-use computing services across the Internet is cloud computing. As they include online cloud 

processing, social media, webmail, internet business software, etc., cloud providers are quite valuable. Entrepreneurs 

can use remote third-party software and hardware using these devices. Including digital storage facilities, databases, 

specialized enterprise applications and consumer applications, cloud computing offers a common set of resources [4]. 

Without thinking about their internal work, the consumer can use data, processing power, or specially designed design 

environments easily. Without worrying about its internal operation, the user can simply use storage, computer power, 

or specially crafted development environments. Usually, cloud computing is Web-based computing that masks 

complex digital infrastructures[5].   

 Mobile cloud computing 

Mobile cloud computing is the improved version or the synthesis of the two numerous functional computing models 

that are relevant. By transferring storage and data collection through smart smartphones to effective hierarchical servers 

in computer clouds, this is a modern parallel programming model for mobile devices. Because MCC is built on the 

cloud model, wireless network techniques are obtained via smartphone' web browser-based' distributed services, 

resources and tools. As a lucrative business choice, MCC targets many businessmen because it reduces growth; 

introducing mobile apps costs and enabling mobile users to purchase technology on request. The primary objective of 

mobile cloud services is to provide an easy and fast way for users to obtain and obtain data from the web, which means 

using mobiles to navigate cloud services effectively[6]. 

The keyfeatures of mobile cloud computing are: 

a. Fulfill the needs of growing smartphones, power handling and battery life. 

b. Enhance service exchange and reuse of existing computing resources in cloud computing and Web-based apps 

and services. 
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c. Remove all restrictions on mobile phones. 

d. Accessing existing and future web-based services and mobile facilities using mobile phones. 

Characteristics: 

Self-service on demand: A user may independently have computing services, such as database space and file server, 

while, as needed, needing social interaction with each provider. 

Wide network access: On the system, bandwidth is available and accessible via common frameworks that allow any use 

of various narrow or dense user devices such as mobile phones, tablets, PDAs, etc. 

Resource redistributing: The provider's computing resources are pooled to support multiple customers using a multi-

tenant system, gradually distributing and reallocating unique virtual assets according to customer demand[7]. 

Rapid elasticity: Functionality can be supplied quickly and elastically, often instantly, to extend quickly and release 

immediately to move in immediately. 

Mobile smart information systems can be easily installed and implemented in various mobile applications by 

connecting to different antenna networks and mobiles, sharing mobile data and software, web applications, etc. 

Reducing the expense of using current cloud technologies to develop, execute and manage mobile-based applications. 

Reduce the use of telephone cloud resources by using power-efficient technologies in computers, mobile cloud storage, 

networks and communication systems. 

The key challenge of wireless cloud computing stems from the design of smartphones and wireless devices, as well as 

their own limitations and disadvantages, making it very difficult to create, configure and deploy apps on mobile and 

decentralized devices rather than on static cloud devices [8]. 

Mobile phone limitations, wireless transmission efficiency app categories and assistance from cloud providers to 

mobile devices are all main factors that influence assessments of cloud services in the mobile cloud computing world. 

The Working Principle: 

Mobile cloud computing are a development for desktop computers and an extension of cloud computing. Previous 

cellular device-based intensive computing, data storage and large data processing were moved to 'internet' in mobile 

cloud computing, thus reducing the limitations of mobile apps in computational capacities and properties [9]. 

On the other hand, for portable devices such as phones, PDAs, ipads and laptops, the interfaces used by users for 

communicating and acquiring cloud computing are suitable and not limited to static devices (such as computers) that 

reflect the advantages and original purpose of cloud services. Therefore, mobile cloud computing is a combination of 

both methods, the development of decentralized, networked and hierarchical technologies from both mobile technology 

and cloud computing viewpoints, and also has wide possibilities for implementation [10]. 

II. CONCLUSION 

Mobile cloud computing is a hybrid framework that integrates mobile devices that are securely accessible on the 

internet to support services. As a development and advancement of cloud services and mobile technology, mobile cloud 
computing is by far the most common and rapidly expanding technology. The new model of computing has been paved 

by the convergence of cloud computing, wireless transmission technology, mobile computing devices, area-based 

networks, mobile internet, etc. In addition to this, the improvement in data storage in the private cloud leading to MCC 

progress is also greatly improved by internet activity. Since the entire transaction is using the web on the cellular 

network, some of the challenges Mobile Cloud Computing has to face are discussed as the possibilities for different 
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types of attacks. MCC is very critical in modern advanced technical environments, offering the criteria to find the 

solution to future attacks on the MCC system. 
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